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APPLIED PROBLEM - SYSTEM

The illicit drug system (IDS): where the network lives
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lllicit Drug System (IDS), built and translated from [Rodriguez, 2023].

Takeaway. The IDS shows that trafficking is one link in a system; our network is its logistics layer.
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APPLIED PROBLEM - TERRITORIAL CONTEXT

The study area: the Amazon shared by Colombia, Venezuela and Brazil

Venezuela

Colombia
Espana Area de estudio ’ Turquia
502 245 km? 705 619 km2 798 677 km?
—
~s50km Brasil 500 km

Takeaway. ~ 706 thousand km? of jungle: 40 % larger than Spain, 12 % smaller than Turkey.
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RESULTS - SPATIAL VALIDATION

The territory speaks: high-clustering zones

Traffic gathering centers

Production .
llegal mining

Production gathering centers

Traffic gathering centers

Takeaway. The overlap of high clustering and infrastructure is spatial evidence independent of the prediction.
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RESEARCH QUESTION

The question is phrased over unobserved vertices and edges

Can we reconstruct a spatio-temporal criminal network
by predicting its unobserved vertices and edges?

G=(V,E) with ECV xV (directed: order matters)

Vertices: cells with communications - Edges: ordered pairs (u, v) of consecutive activity
?
OBSERVED UNOBSERVED PEN
/ \
\ 7/
A
AN
-~ il
£
L -

Spatio-temporal criminal networks - Amazon 6/30



NETWORK TYPOLOGY

The typology separates the observed from what will be inferred

Element Notation  Definition

Known vertex Vi Location observed in intelligence
Known edge B, Temporal link between known vertices
Unknown edge E, Predicted between known vertices
Hidden edge K, Involves at least one hidden vertex

Hidden vertex Vi
Unknown vertex V.

Location inferred via hidden edges
Outside the study’s geographic scope

Takeaway. A hidden edge involves at least one hidden vertex; not necessarily two.
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DATA AND OBSERVATION PROCESS

586 communications define the 2018 observable window

586 6 304 2018

HF records groups A-F active days Jan 2 — Dec 31

OBSERVATION LIMITATIONS

approximate location - multiple speakers - mobile transmitters - overlapping territories - dual affiliations - unmonitored
areas.

Takeaway. Every record contains time and location; its absence does not prove absence of activity.
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CHRONNET - EVENTS

The basic datum is an event ordered in space and time

€1 €2 €3 €4

€q = (laata)a la = (xcwya) ¢ ¢ ¢ ¢
—@ L 4 . —>

t1 Sty < Sty t ta tg ta

time orders events before connecting them
Each communication provides an approximate

location and a timestamp. Chronological order
precedes any connection.

Takeaway. First events are sorted; then aggregated into cells and windows.
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CHRONNET - SPATIAL DISCRETIZATION

Spatial resolution controls the aggregation of events

Cell Min Q1 Med. Mean Q3 Max

° R 0.01° 1 1 1 1.24 1 12

° 0.02° 1 1 1 1.48 1 22

I : 003° 1 1 1 176 2 25

. . 0.04° 1 1 1 2.00 2 25
° R 0.05° 1 1 1 2.20 2 39

° . 0.06° 1 1 1 2.47 2 43

Chosen: 0.03° ~ 3.33 km - area ~ 9.6 km?

the cell (0.03°) defines the vertex

~3.33 km - area ~ 9.6 km?

Takeaway. The cell defines the vertex: coarser resolution aggregates more events but reduces spatial precision.
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CHRONNET - TIME WINDOWS

Connections occur between consecutive active days

days without events are bridged

I, = [(k— 1)At, kAt) I

K =304 sty CHG () () )

At = 1 day

each day is an indicator function: 1 = with events, () = without

jumps only between consecutive active days

Takeaway. A jump joins consecutive active days, not necessarily consecutive calendar days.
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01 - CHRONNET CONSTRUCTION

Complete connection between active cells of ¢, and 7,,

WEIGHT OF EACH ORDERED PAIR - EQUATION 1 IMAGE - COMPLETE RULE BETWEEN WINDOWS

ty todas las celdas activas de una ventana - todas las de la siguiente fz,

_ (k) (k+1) - —®

(k) 3 every active origin connects to all active destinations; the same cell may form a self-loop (orange)
n,  : events of cell 7 on active day k.

K = 304: active days of 2018.

The product adds co-activity; the sum

accumulates transitions.

Takeaway. Every active origin connects to all active destinations; the same cell may form a self-loop.
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OBSERVED CHRONNET
The observed network contains 333 vertices and 1,105 edges

CELL(S) PER GROUP

333 ~ I -
occupied cells (vertices)
ol o I ~

directed edges

Frequencies describe presence in cells; they are not

by themselves a centrality measure. B

Takeaway. The observed network is the reference for evaluating reconstruction and discovering missing elements.

Spatio-temporal criminal networks - Amazon 13/30



RECONSTRUCTION - ENVIRONMENTAL COVARIATES

Each vertex inherits its environmental context

QUEMATICO

Capas de contexto (se acumulan)

wailvo  no o6 18 geografia real
————enguzTaEz T * =F o Comunicaciones HF interceptadas
> ° Ry — puntos con sello de hora
° A, > i
—— . Incendios NASA FIRMS/VIIRS
afio 2018

Pérdida de bosque Hansen
afios 2000-2021

Clima WorldClim + elevacion
tiempo de viaje a ciudad/puerto

Hidrografia OSM
. nov zc-.zua h 7™ rios y cuerpos de agua

o Infraestructura OSM (validacion)
. . A % aerédromos - combustible - policia
. . ° cultivos - canteras - muelles

Fuentes (articulo):
HF: Policia Nacional - NASA FIRMS/VIIRS
Hansen/GEE - WorldClim - OpenStreetMap.

o

«cada vértice hereda su contexto ambiental completo»

Takeaway. The bone is the HF communications; the flesh, the remote and climate layers; the contrast, OSM
infrastructure to validate proximity.
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RECONSTRUCTION - DATA SHEETS

Satellite and environmental data

a Incendios activos Pérdida de bosque Clima y elevacion
Imagen satelital Imagen satelital (series) Raster ambiental
' Precipitacion ~~ Hidrografia
NN
Serie climatica (IDEAM) NN Vectorial OSM

Cinco fuentes crudas sin la interceptada (HF)

Takeaway. Five raw sources (without the intercepted HF): what was seen from space and the physical environment of
the vertex.
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RECONSTRUCTION - DYADIC DATASET

Each directed pair becomes one classification observation

TARGET VARIABLE
Fiu,v)

distance between centroids

u v

G., €{0,1}
Q Q 1 = observed edge

0 = pair without observed edge

self-loops excluded in this dataset

Ju fo

covariables of the origin covariables of the destination

IMBALANCED DATA

Pu,v = \I/(fuv fva f(u,v)) 333 vertices = 333 x 332 &~ 111 thousand directed pairs
1,105 observed edges = ~ | % positives

Takeaway. Reconstruction is cast as binary classification over pairs of cells.
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RECONSTRUCTION - DYADIC DATASET

Edge prediction = binary classification (scheme)

feature diadica
fuw
distancia euclidiana
entre centroides

fu

covariables ambientales
- grupos presentes

- clima £ aprendizaje supervisado
- cobertura forestal v
- hidrografia covariables ambientales

- grupos presentes

clasificacion binaria de pares
- clima

- cobertura forestal
- hidrografia

L Py
umbral'®,5

Puww =0,72
)

= 0,5 > arista candidata

P(u,v): probabilidad de que exista la arista - valor ilustrativc

Takeaway. One row per pair (u, v):
decides candidacy.
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MODEL PREPARATION

PCA and SMOTE: preprocessing under imbalance

Standardize ‘ PCA ’ { Split ‘ SMOTE ’
covariables 80 % variance 80 / 20 minority ~ 1 %

PCA - PRINCIPAL COMPONENTS SMOTE - SYNTHETIC MINORITY
s
" %hew
Z; Lrm

Thew = Tj + 4 (wnn - wi)7 QIS [07 1]
Interpolates synthetic minority-class examples (edges) between close neighbors until training is balanced.

Takeaway. From raw vertex to balanced example: PCA compresses environmental information; SMOTE balances the
minority class before training.
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02 - CLASSIFICATION UNDER IMBALANCE

Specificity and logistic regression

SPECIFICITY - VALIDATION LOAD LOGISTIC REGRESSION
TN 1
Specificity = ————— - -
TN+ FP P= 11 e=x5
FP = potential I and verificati nota i edge

X: principal components (80 % variance) - 3: weights fitted by maximum likelihood

FALSE POSITIVES - TEST

Logistic - 47

bars on square-root scale

Takeaway. Fewer FP — a more manageable list for analysts; not more certainty about each candidate.
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SEARCH FOR HIDDEN ELEMENTS

Homophily shrinks the search space of hidden vertices

Q 333 known
V2 RN

environmental PCA

O v

k = 3 neighbors

per known vertex

\Z
Q Candidate group
reduced search )
O O :

500 seeds

k = 3 neighbors per vertex selection stability

hidden vertices share the environment (homophily)

Assumption: hidden vertices share environmental characteristics
with observed ones. It is a homophily hypothesis, not a proven
property.

Takeaway. KNN restricts where to search; the 500 iterations measure selection persistence.
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AGGREGATION OF 500 ITERATIONS

Prediction frequency measures stability across seeds

1QR threshold P99.9

500 .
Sy = Z I](pq(fg > 0.5) E

=l

1
1
1
1
1
Squ" Positive classifications of pair (u , v) across 500 seeds (auxiliary presentation notation) 1
1
1
1
1
1
1

TWO CRITERIA
IQR Percentile 99.9 Suv
unknown edges hidden edges

selection frequency in 500 runs

Takeaway. A high frequency signals persistent selection; it is not a probability of existence.
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RESULTS - IN-SAMPLE

Reconstruction preserves the main structure of the Chronnet

Metric Observed Reconstructed

97 %
Vertices 333 331
Edges 1,105 1,073 edges recovered
Density 0.00999 0.00982
Mean degree 6.64 6.48 (o)
Clustering 0.107 0.107 99'4 /0
Diameter 16 16 vertices retained

The comparison evaluates structural preservation; the exponents are

2.65 and 2.70.

Takeaway. The reconstruction preserves the main structure of the observed Chronnet.
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RESULTS - UNKNOWN EDGES

The IQR threshold selects 107 edges between known vertices

107

candidate unknown edges

Sup > Q3 + 1.5 IQR = 46

the rule selects atypically high frequency values across the 500 runs

46
Both endpoints are known vertices. I

—

frequency s 4,4, - outside the IQR fence — candidate

Takeaway. The result is a prioritized list for verification, not 107 confirmed connections.
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RESULTS - HIDDEN EDGES AND VERTICES

Two procedures converge on 84 unique hidden vertices

PREDICTED EDGES - APPLIED THRESHOLD COMPOSITION OF THE 84 HIDDEN VERTICES

. original network expanded network
Unknown (between known vertices)

f—/% N o
107 —
35 unique 19 shared 84
Hidden - original network
68

Hidden - expanded network 35 unique (original) + 30 unique (expanded) + 19 shared = 84 hidden

62 vertices to Verify,

The 68 and 62 are disjoint (zero in common); the vertices
they reveal do overlap: 19 shared.

Takeaway. The 68 and 62 edges do not overlap; the vertices they reveal do: 35 + 30 + 19 shared = 84.
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RECONSTRUCTION - DATA SHEETS - 3 OF 3

Critical infrastructure and processing chain

Dataset Type Source / resolution Use in the model
Critical infrastructure OSM vector OpenStreetMap / Overpass Turbo - airfields, fuel, police, ~ Spatial validation by proximity (5-30
crops, quarries, docks km buffers)

De la descarga a las covariables del modelo

Descarga Recorte Celda Estandarizacion PCA Covariables

FIRMS - GEE - al area de 0,03°=3,3km escala comun 80 % de la del par $(u,v)$
WorldClim - Overpass estudio varianza

Takeaway. Seven sources in total fuse into a single vector per vertex; OSM infrastructure also validates by proximity.
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03 - SPATIAL PROXIMITY VALIDATION

From a rank test to a territorial decision rule

HYPOTHESES ON MEDIANS THE PAPER’S OPERATIONAL RULE
Attraction Trade-off Avoidance
. . . R <0.20 ini R >0.80
HO . Medlan(chidden) > Medlan(crandom) remaining
Hl 8 Medla‘n(chidden) < Medlan(crandom)
One-sided Wilcoxon rank test - 500 repetitions - buffers of 5, 0 020 050 080 1o
10, 20 and 30 km. attraction also requires median p > 0.80
500 Application: quarries — attraction - docks — trade-off - always by
_ 1 scale and vertex group.
R = 5> I(p, <0.05) group
r=1

R: proportion of significant tests (auxiliary notation)

Takeaway. A mixed or inconclusive pattern does not imply irrelevance; it demands reading by infrastructure and scale.
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OPERATIONAL VALIDATION - CENAC-DIJIN AND DIRAN

Institutional validation - National Police

DIJIN - CRIMINAL INVESTIGATION
AND INTERPOL DIRECTORATE

The National Criminal Analysis Center (CENAC) confirmed
the operational relevance of the predicted hidden vertices
and candidate edges: they coincide with zones and patterns
known to police intelligence.

https://www.policia.gov.co/jefatura- nacional- del- servicio-de- policia/dijin

DIRAN - ANTI-NARCOTICS DIRECTORATE

The Anti-Narcotics Directorate validated the result in the
Amazon context: the network’s logistics layer is consistent
with the trafficking systems the Police confront on the ground.

https://www.policia.gov.co/jefatura- nacional- del- servicio-de- policia/diran

What it validates and what it does not: the coincidence supports relevance and orders field verification; it does not confirm the

physical presence of crime point by point.

Takeaway. Operational validation turns predictions into prioritized hypotheses for police intelligence.
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https://www.policia.gov.co/jefatura-nacional-del-servicio-de-policia/dijin
https://www.policia.gov.co/jefatura-nacional-del-servicio-de-policia/diran

RESULTS - SPATIAL VALIDATION - TABLES 6-9

Three spatial logics — synthesis

Avoidance: significant (p < 0.05)in >80 % of 500 runs - Attraction: <20 % and median p > 0.8 - Trade-off: the rest - Controls: 500 seeds - distinct thresholds

Known vertices (333)
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Predicted - known edges (35)
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RESULTS - FULL NETWORK

The reconstructed Chronnet, abstract and on the map

The complete reconstructed network, visualized by connection strength. The same complete network, visualized by its real-world latitude and
longitude.

Left: the full network by connection strength - Right: the same network at its real coordinates (lat-lon).
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